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Part I: Introduction


Database technology has enabled rapid change in the way society perceives the privacy of our personal information. Since the advent of computer and database technology, private information is easier to collect, save, and share.
 A multibillion dollar private industry has developed around this improved efficiency of information collection, sharing, and retention technology. This industry targets the private information of United States citizens. Growing federal and state governments have required and requested ever increasing amounts of private information. Technology and law are both institutions of constant growth however information technology has outpaced the growth of informational privacy law.


These technological improvements have undoubtedly improved the efficiency of Private industry and Government.
 With these improvements have come problems, and the state of privacy law today does not accurately reflect either the needs of the market, or the privacy concerns of the public. This paper does not address other privacy concerns, including but not limited to decisional or physical privacy. This paper will address the importance of informational privacy law today in Part II, the dangers posed by modern technology including databases in Part III, and determine if the current legal system addresses these dangers in Part IV. This paper will conclude in Part V with a recommendation for how to balance informational privacy interests with the needs of the community. 

Part II: the Importance of Privacy

Definition of Privacy


Privacy is an ephemeral concept, depending on not only on subjective community standards, but also on legal standards. Describing privacy as an ephemeral concept belies the importance and the evolution of the concept of privacy throughout history. Privacy has been defined as a right in and of itself, as a facilitator of other rights, as a means of defining personhood, and as a means of enabling human relationships.
 There are many definitions of privacy, and they differ greatly from one another.
   The freedom to make decisions about sex, family, religion, and health-care, to limit access to persons, possessions, personal property, and to control the dissemination of personal information are all interests we protect under the concept of privacy. 

Restricted-access definitions conceive of privacy as the protection of individuals or groups from the unwanted access of third parties.
 Anita Allen offers such a restricted-access definition; “privacy denotes a degree of inaccessibility of persons, of their mental states, and of information about them to the senses and surveillance devices of others.”
 In U.S. West, Inc. v. Federal Communications Commission, the tenth circuit understood the diversity of privacy definitions; “one can apply the moniker of a privacy interest to several understandings of privacy, such as the right to have sufficient moral freedom to exercise full individual autonomy the right of an individual to define who he or she is by controlling access to information about him or herself, and the right of an individual to solitude, secrecy, and anonymity.”

The Value of Privacy

As a political, legal, and philosophical concept, the value of privacy is neither uniformly held nor uncontested. Many groups question the value of liberal concepts of privacy, which they consider problematical for a variety of reasons (ex. equality, safety, or the good of the community).
 Theories of the value of privacy focus on the value of individual forms of privacy, the value of privacy as a basic human good, or the political value of privacy.
  It is important to determine the proper level of privacy rights each individual in our society has, as “our law of privacy attempts to preserve individuality our liberty as individuals to do as we will, our human dignity, placing sanctions upon outrageous or unreasonable violations of the conditions of its sustenance.”
 Privacy rights demarcate the borders of the individual, a concept fundamental for self determination in a liberal democracy.
 Privacy is a cultivator and protector of human dignity, as the conditions of liberty and human dignity cannot exist without inner space and the ability to form intimate relationships.

Informational privacy

The practice of gossip is probably as old as humanity itself, however the collection and distribution of private information has escalated with the growth of government and industry. As the United States has developed into an information society, there is more incentive to infringe upon “informational” privacy interests, and technology has improved the methods to do so. Informational privacy provides for limited access to information, confidentiality, secrecy, anonymity, and data protection. Proponents of informational privacy insist an individual has the right to control the dissemination of info concerning his or her person, a right “To determine for themselves when, how, and for what extent information about them is communicated to others.”
 The main interests of informational privacy are the right to restrict access to, the disclosure of, uses of, and the security of private information. 

Criticism of Privacy

Modern criticism of privacy has come from many sources. The positions of privacy critics reflect an inherent weighting of the values of safety, privacy, and equality. Communitarians argue that individual rights of privacy are not absolute, and we should carefully consider when to infringe on privacy rights for the good of the community.
 This represents an underweighting of the value of privacy interests, instead stressing the values of public safety and the good of the community. This value judgment is being expressed in the area of national security
, and in arguments for self-regulation in the private sector.
 Communitarian perspectives set privacy at odds with the good of the community, but privacy rights are consistent with the community good.
 Privacy rights protect the ability of the community to participate effectively in the democratic process, and protect it from governmental and commercial threats. The conflict between communitarian and privacy rights activists is one of competing value judgments, not only between privacy and safety, but also between who poses a greater threat to the community. Communitarians would protect us from individual citizens and terrorists, (for example: Megan’s Laws, The Patriot Act), while privacy activists would protect us from the excesses of government and commercial intrusion. 

Feminist privacy discourse recognizes the value of privacy interests; however they hold that values of equality and the safety of women and children should outweigh those interests.
 Privacy regulation of the family and the strong traditional respect for the inviolability of the home has, from the feminist perspective, created a situation of isolation and unaccountability.
 Feminist theorists view the traditional boundaries of privacy law as coded in a very gender specific manner, and the preservation of a veil of privacy prohibits exposure of existing inequalities and the imbalance of power relations between the sexes. Issues of equality and public awareness of gender issues need to be brought to forefront of public discourse. Dismantling the protections of our already inadequate privacy law will erode our ability to be informed, participatory citizens, and will discourage dissent. Equality will not be established by public awareness, and without the privacy protections necessary to enable democratic political activity, we will not enact positive legislation to enforce equal treatment. 

Part  III: The Dangers of Database Technology

Ease of Collection 


The personally identifiable information of individuals is collected in a number of ways. Government agencies have the authority to compel private information from the public.
 The census, tax information, and the real property system are several examples of information local, state, and federal agencies coerce from the public. The individuals and companies we deal with personally may request personal information, or condition their services on receipt of information. Warrantee cards, shopping programs such as supermarket cards, and surveys are popular examples of this type of activity. Third parties, who most likely we are not aware, collect our personal information from any source they can.
 In addition to these traditional methods of information collection, the internet has created additional tools which enhance the ability to collect information surreptitiously. 

Cookies

A cookie is a packet of information sent by a website to a browser. This packet can contain a variety of information, and so may or not provoke privacy concerns.
 The information stored in a cookie can be used to store the personal information of the user, to track that user’s browsing or buying history, or to control targeted advertising.
 Third party cookies are packets served by someone other than the website you are visiting, such as a banner ad. When multiple websites use the same third party cookies, that third party gets a record of whenever those websites are visited by an individual.
 The permanence of these cookies
 has prevented these communications from falling under the definition of “stored communications” under the Electronic Communications Protection Act, and as such is not protected.

Web Bugs


A newer technological development than the cookie, web bugs are 1 by 1 pixel picture files which can collect information or place cookies. The size of these pictures makes them invisible to the naked eye on internet browsers. By placing web bugs on a number of websites, third parties can track the movement of web surfers around the internet.
 This inconspicuous collection of information provides no notice to the individual that their personal information is being collected. 

Spyware/Adware


Adware and spyware can be defined broadly as “pieces of software placed on a user’s computer by a third party that performs unwanted functions”.
 These functions can include marketing efforts, the recordation of keystrokes by the user, and the tracking of the movements of the user on the internet.
 Adware and spyware are becoming incredibly burdensome on computer users worldwide, and the legal status of adware programs compromise the ability of computer security companies to prevent or remove the threat. The bundling of legitimate programs with adware and spyware has become a popular practice
, and has created a situation of information insecurity for many computer users who do not know how to disable or prevent their installation. 

Digital Rights Management 


Concerns about copyright protection and widespread piracy have induced the music and film industries to develop strong technological measures to control and monitor the uses of copyrighted material. The ability of the DRM file to monitor its use,, and the proliferation of DRM has profound implications on the anonymity of intellectual consumption and exploration.
  Sophisticated DRM technology can go far beyond the monitoring of the protected work, such as detecting the presence of non-DRM files present, the configuration of the user’s equipment, or other programs active on the system.
 Without restrictions on further use or dissemination of this information, DRM technology has the potential for uses far afield from copyright protection.

Distribution of Information


Once personal information has been collected, there are only limited restrictions to dissemination. Information in public databases is sold or given freely to commercial databases. Information is traded and sold between commercial databases. Commercial databases then often take the information they originally obtained from the government, combine it with information available commercially, and then sell it back to the government for administrative, law enforcement and national security purposes!

Consequences of Databases


The digitization of public and private databases, the accessibility of the internet, and the sophistication of data analysis tools have many consequences for society and for individuals. The positive consequences include more efficient governmental recordkeeping, targeted marketing which produces a better return on investment, and increased sophistication in the pursuit of public safety. The negative consequences are both tangible and intangible, they endanger both our physical and financial well being, and our sense of self.
 Traditional privacy law has focused on the secrecy of our information, while most information in databases is not secret.
 The problems arising out of databases are not concerned with any breach of confidentiality, or publicity of information which would be harmful to an individual’s reputation.
 


Chairman of the Federal Trade Commission, Timothy Muris stated that the two most serious threats to information security were the dangers of identity theft, and the endangerment of women and children from stalkers.
 Identity theft is a symptom of a larger harm; the reliance on records for making important decisions. No matter how complete, no database can completely convey a picture of an individual. The presence of misleading or incorrect information in a record, whether from error or from fraud, can have disastrous consequences. Loans, employment, and apartment rental are all conditioned largely on the application of a formula to records in databases.
 This danger of misrepresentation by “impoverished judgment”
 results in a dehumanizing effect, where people are represented by quantifiable information residing in databases. 


The knowledge that information is being collected can have a chilling effect on the way people act.
 The permanence of electronic records may deter the public from expressing unpopular ideas or investigating controversial subjects.
 Self-censorship of unpopular ideas relates to another danger of database technology, the abuse of information. Information gathered for one proper purpose, without further limitation, can be used for improper purposes, by governments, companies, or by individuals.
 The ability to control the release of personal information is important to the creation of intimate relationships, which are necessary to a healthy, adult life.
 

Part IV: Legislative, Judicial, and Executive Regulation

Origins of the Concept of Privacy

The concept of privacy has existed from ancient times, in social conventions and philosophic works. The Greek philosophers Aristotle and Socrates made the distinction between the public and private sphere.
 Religions have also recognized the sanctity of the private sphere, whether it is the privacy of the home or privacy of the flesh.

The work of seventeenth century philosopher John Locke, most particularly The Two Treatises of Government, heavily influenced the development of modern political theory.
 The Two Treatises of Government is an attempt to determine the proper role of government.
 Locke’s government is based not on a theory of Divine Right, (the basis for a monarchy), but on a theory of natural rights. 
Under a theory of natural rights, the individual possesses rights outside of those granted by government.
 These rights are directed to the individual’s survival; those of life, liberty, health and property.
 The work of John Locke heavily influenced the authors of the constitution. 

Warren and Brandeis’ Right to Privacy: The Birth of American Privacy Law

In 1890 Warren and Brandeis published an article in the Harvard Law review, fittingly titled “The right of privacy” asserting privacy as an independent right.
 This article is considered by many to be the most influential law review article ever written.
 Warren and Brandeis conceived of a broad definition of privacy, and a private right evolved in the common law to prevent undue and unreasonable publicity concerning private lives. Warren and Brandeis’ adopted Judge Thomas Cooley’s definition; “the right to be let alone”
, one of “inviolate personality”, which protects “man’s spiritual nature.. his feelings and…. his intellect.”
 This was a limited private right, one which was endangered by advances in technology, particularly the advent of the “instant” camera, and a growing press.
 An example of the limited right advocated by Warren and Brandeis is the ability to be able to prevent the use of your name, portrait, picture or voice for advertising or commercial purposes without your consent. It is important to note that while entitled “the Right of Privacy”, it was envisioned as a private tort only. 

An individual right of privacy, combined with constitutional protections against government invasion of privacy may have adequately protected informational privacy at the turn of the twentieth century. The nature of the harm done by database technology to individual privacy interests diminishes the effectiveness of individual civil tort remedies. Case law following the Warren and Brandeis article focused on an “invasion” conception of privacy.
 This conception of privacy violations involves a wrongdoer who harms an individual. The collection of personal information by corporations and government agencies does not fit into either half of this paradigm.
 The methods of collecting this personal information are legal, and in most cases there is no tangible measure of harm, other than putting the individual at increased risk. The nature of a tort remedy is reactive, and the activity of collecting and disseminating information is becoming increasingly clandestine and hard to detect.

Prosser’s Privacy Torts

In “Privacy” an article in the California Law review published in 1960, Dean Prosser analyzed over three hundred cases on privacy decided since the publication of the 1890 Warren and Brandeis article.
 From these cases he concluded that privacy was not one singular tort, but instead “four distinct torts”.

1. intrusion upon plaintiffs seclusion, solitude or private affairs

2. public disclosure of embarrassing facts about plaintiff

3. publicity false light

4. appropriation of name or likeness

It is not surprising that these torts were subsequently adopted into the Restatement of Torts, as Dean Prosser was the reporter for the Restatement of the Law, second, Torts. Instead of a distinct single privacy tort like Warren and Brandeis, Prosser instead found the cases decided under the guise of privacy were really based on preexisting causes of action.
 Privacy in this context is conceived of as a way to protect other rights.


Prosser’s four privacy torts have been adopted selectively by the states. New York recognizes only the tort of appropriation.
 A successful individual civil action for appropriation of name or likeness will not recover damages from a database. The “value” of an individual’s personal information in the singular is negligible. The value of the personal information in these databases is derived from their aggregate value, not the sum of the individual values. The remaining three torts, false light, public disclosure of embarrassing facts, and intrusion upon seclusion do not address the concerns of modern information collection practices. The pieces of information contained in databases of personal information would not be considered highly embarrassing, and the methods of collecting this information are not traditionally considered highly intrusive. The Prosser privacy torts are targeted at the media, not the commercial and government entities creating systems of records.

Supreme Court Recognition of the Right to Privacy

Although the founders of our country had great respect for privacy, the word privacy is not mentioned in the constitution.
 One possible interpretation is that the need of privacy was so ingrained as to be so obvious that it was not necessary to explicitly state. The rural condition of the United States also prevented easy dissemination and collection of information. Only those ideas that were of high value to the community would spread over large distances. As our postal service developed, the Supreme Court recognized the need to protect sealed mail.
 As society became more interconnected and the technology of communication and surveillance improved, the law has responded by according more protection to privacy.

 The development of the high circulation newspaper and the advent of the Kodak camera inspired the Warren and Brandeis privacy article.
 Note that constitutional protections of privacy address governmental invasions of privacy rights, while the problems addressed in the Warren and Brandeis article were caused by private actors. Informational privacy is endangered by both governmental and non-governmental actors, and the growth of non-governmental dangers to privacy caused Warren and Brandeis to realize that constitutional protections alone would not protect privacy.

The Supreme Court, at the time of Prosser’s “Privacy” article, recognized privacy only as part of the general fourth and fifth amendment rights.
 In Griswold v. Connecticut
 the Supreme Court found that the First, Third, Fourth, and Ninth Amendments create zones, or penumbras that establish a right of privacy.
 Since the Griswold decision, the concept of constitutional privacy has grown to include such diverse subjects as contraception and abortion to illegal searches and seizures. A constitutional right to informational privacy was not developed until 1977, in Whalen v. Roe
 where the court found privacy involved an “individual interest in avoiding disclosure of personal matters”
 This right was founded upon the fourteenth amendment.
 The lower courts have found that in order for a release of information by the government to be a violation of the constitutional right to privacy, the information must describe or represent intimate or highly personal facts about a person.
 If information disclosed is shown to be of this personal or intimate nature, the government must show if such disclosure is justified.
 The factors for weighing justification of disclosure, as per U.S. V. Westinghouse (1980), are 1) the type of information requested, 2)the potential for harm in any nonconsensual disclosure of that information, the injury from disclosure to the relationship in which the record was generated, the adequacy of safeguards to prevent unauthorized disclosure, the degree of the need for access, and 6) whether there is an express statutory mandate, articulate public policy, or other recognizable interest militating to access.
 

The Spread of the Computer

Prior to the 20th century there was little widespread data collection by the federal government or the states. Most data collection such as birth death and marriage records was kept by local churches.
 A growing public concern over privacy arose after the 1840 census required private information regarding health and finances.
 Punch card technology (supplied by a company which would later become IBM) enabled the processing of much greater information than past censuses.
 This increased the public’s concern over government invasions of privacy while simultaneously the Kodak camera fueled concern over non-governmental invasion of privacy. The law responded to public concern by passing statutes protecting the confidentiality of census data.

The next major advance in modern information technology, the mainframe computer, was invented in 1946.
 In the first half of the twentieth century, social welfare policy and the complexities of modern government caused a tremendous growth in bureaucracy, and created a need for information collection, processing, and storage. This need was met by technology, as computers increased the speed and accuracy of storage, access, and transfer of digital records. One feature of database technology which is important to mention is the use of a “key", a unique piece of information which can be used to link records together and to distinguish subjects from one another.
 The social security number, born in 1935 to facilitate the recordation and distribution of income and benefits, was not originally intended for use as an identifier.
 National Identifiers were associated with totalitarian governments, and for the first decades of their use, the social security administration expressly denounced the use of social security numbers as identifiers.
 With the advent of computer databases, many governmental agencies “keyed” their databases to social security numbers. The practical significance of this was greater accuracy and efficiency in the collection processing and assessment of information. Many individuals have the same name, age, and other identifying characteristics, but each citizen is issued a unique nine digit social security number. This “keying” of social security numbers to private and public databases has created significant informational privacy risks.

The Privacy Act of 1974

In response to this concern over the improper use of social security numbers, Congress enacted the Privacy Act of 1974. Federal, State, and Local governments are restricted in their use of social security numbers, and limited in their ability to share access to databases. Federal agencies which maintain systems of records must allow an individual to access and correct their record. A list of databases is maintained in the Federal Register. 

While the Privacy Act limits the disclosure of personal information contained in systems of records maintained by the federal government, exceptions to the act weaken the ability of the act to protect informational privacy. Individuals are able to bring civil suit against the government individually to enforce the Privacy Act, however damages are limited to “intentional and willful violations”. This requirement ignores the bureaucratic nature of federal agencies, as disclosures which violate the act are most often a result of negligence and ineffective security measures, rather than intentional willful disclosure. Exceptions to the limits on disclosing information threaten to swallow the rule. Information can be disclosed if required by federal law, for a “routine use”, required under the Freedom of Information Law, or for law enforcement purposes. 

Freedom Of Information Law: a Counterpart to the Privacy Act

Federal FOIA law
, established in 1966
 creates “a presumption that records in the possession of agencies and departments of the executive branch of the U.S. Government are accessible to the people”
 The federal government must show a need for secrecy to withhold the records. FOIA recognizes the risk of disclosure to information privacy, and records may be denied if they would harm the privacy of individuals. The ability of this exception to protect privacy is limited as it requires the federal agency to assert the privacy right on an individual’s behalf. The exception from FOIA for privacy interests only applies to individuals, not to corporations. The agency may release the information, or it may assert a privacy interest, and withhold the information. Alternatively, an agency may segregate or delete portions of records (e.g. social security numbers) that fall within an exception rather than withholding the entire record. State FOI laws have been enacted in all fifty states for the disclosure of records held by state agencies.

The availability of personal information in government databases has resulted in many successful FOIA requests by commercial database companies.
 The circulation of information in public databases from public to private back to public
 discourages the withholding of records due to privacy concerns. It is less protective to rely on agencies rather than individuals to object to the release of records that would harm privacy. The proliferation and breadth of the information in commercial databases is enabled by FOIA laws.

The FCRA: Regulation of Non-governmental Databases

In recognizing the constitutional right to informational privacy, the Supreme Court majority in Whalen recognized “the threat to privacy implicit in the accumulation of vast amounts of personal information in computerized data banks or other massive government files.” This danger was recognized in the 1970’s, and there has been an exponential growth in the government collection of information since. The growth of governmental databases has helped spawn an industry devoted to the collection, use and sale of information. Some of this information is considered private, while some of it is considered public. Credit agencies, marketing companies, and other information brokers have become financially successful, and the growth of the information brokerage industry has created an environment which facilitates both corporate and individual financing. 

Industry abuses in credit reporting agencies spurred Fair Credit Reporting Act legislation in 1970.
 This federal legislation covers entities which assemble and sell credit and financial information about individuals. FCRA limits the use of credit reports, but leaves “credit headers” without legal protection. Credit headers contain an individual’s name, variations of names, current and prior address, phone number, date of birth, and Social Security Number. In exchange for limiting the access of full credit reports, the ability to the right to access your file, and dispute incorrect information, the FCRA immunized CRA’s from liability for defamation suits based upon incorrect information.  The FCRA has been amended twice since its enactment, once in 1996 and 2003. These amendments have improved access to consumer credit reports, but have also preempted states from enacting stronger privacy laws, allowed affiliate sharing of reports, and adopted an opt-out system for targeting individuals for “prescreened” credit offers. 

Federal Legislation: a Haphazard Approach


Our personal information is collected by many actors, for many purposes, however there is significant overlap of information between databases. Federal legislation has addressed the concerns of collection, access, use, and disclosure for some types of information, and for some types of actors. This stopgap method of legislation leaves significant holes in the protection of personal information. “There may be a lot of laws, but there is not much protection.” 
 Federal legislation has addressed personal information in the context of student records
, video rentals
, financial information
, health information
, motor vehicle registration information
.


In 1998, Congress enacted the Children’s Online Privacy Protection Act (COPPA), which regulates the collection, retention, and dissemination of the personally identifiable information of children under the age of 13.
 The result of this legislation is that the legal system protects some people, and some information, but not all. 

This categorization of information and individuals recognizes that we consider some personal information, such as health records, to be worthy of more protection than others. This categorization is ineffective however, due to the interconnectedness of personal information. For example, an individual may have a privacy interest in the information that he is HIV positive. While that individual’s health records might be protected by HIPPA, his credit card purchase records may reflect prescription medications used solely to treat HIV. Without legislation which covers personally identifiable information as a whole, the protection afforded by a patchwork system is limited due to the ability to infer protected information from concealed information. 

The federal government began releasing census data in the 1970s. To protect the privacy of the individuals involved, the names were redacted from the records, and the information was grouped in clusters by area. By combining the redacted clustered information with publicly available information, including telephone books, commercial database companies were able to reconstruct the records including names of over half the households in the nation.
 The dangers to privacy posed by the collection of personal information are multiplied by lax regulation of the dissemination of information.

State Privacy Legislation

State privacy legislation has centered mostly on the tort liability of Warren and Brandeis and Dean Prosser. A minority of states have enacted legislation that requires stricter control over personal information. California is at the forefront of state privacy protection, with the state constitution providing for privacy as an inalienable right.
 California and New York have passed legislation requiring companies to notify victims in the event of a breach of security.
 Many more states are in the process of enacting similar legislation.
 This approach is a reactive one, and while notice of unauthorized access may help catch identity thefts early, it does not address the underlying cause of the damage. 

FTC Regulation of Personal Information


Under the FTC Act
, the Federal Trade Commission is authorized to guard against unfair business practices. Currently the FTC pursues violations of “privacy policies”, enforces the Graham Leach Bliley Act, the Fair Credit Reporting Act, the Telemarketing and Consumer Fraud and Abuse Prevention Act
, the Identity Theft Assumption and Deterrence Act
, and the Children’s Online Privacy Protection Act.
 The FTC has discretion to pursue violations of these acts, and is not required to act on the submission of individual claims.
 Prior to 1998, the FTC pursued a policy of self-regulation of internet privacy protection.
 As of 1998, 92% of 1400 commercial websites in a study conducted by the FTC collected personal information, but only 14% posted privacy policies.
 Due to this lack of voluntary disclosure of information collection procedures on the internet, FTC Chairman Pitofsky recommended that Congress pass legislation unless the protection resulting from self-regulation improved.
 The position of the FTC has wavered between legislation and self-regulation, leaning heavily towards the side of self-regulation. To appease the FTC, commercial websites have adopted the practice of publishing a “privacy policy”, disclosing their information collection procedures. The FTC does prosecute websites which violate these privacy policies, however most suits end in settlement, often with no more than a promise not to re-offend. 


The presence of privacy policies does nominally provide notice of information collection procedures, however typical consumer practice is to ignore them completely. As contracts of adhesion, they are not open to negotiation. It is not in the power of the FTC to require the adoption of a privacy policy, only to enforce violations thereof. It has become standard practice in the industry to have a privacy policy and to preserve the ability to collect, use and disseminate information, privacy policies are often all-inclusive.

 Part V: What Can Be Done to Reform Privacy Law?


“It is already far too late to prevent the invasion of cameras and databases. The djinn cannot be crammed back into its bottle. No matter how many laws are passed it will prove quite impossible to legislate away the new surveillance tools and databases. They are here to stay. Light is going to shine into every corner of our lives.” David Brin, The Transparent Society


The defeatist message of David Brin’s conclusion is we should embrace a society without privacy, as there is no way to turn the tide of privacy invasion. The alternative is to fight for the protection of privacy, not out of a luddite hatred of technology, but out of recognition for the importance of human dignity and individual autonomy. 

Technological Self-help

Encryption technology has existed for 4,000 years
, however it is only in the last two decades that practical encryption software has been accessible to the public. (PGP) The federal government has pushed for legislation requiring encryption software to grant access to “keys” to decrypt messages, undermining anonymous communication.
 Widespread use of encryption technology would restore privacy in two ways, it would conceal the content of communications, and would provide anonymity to speakers.
 The major barrier to this technology is market demand, software purchasers must let operating system manufacturers know they need this technology to as the default configuration, and not just available. If Microsoft and Apple incorporate encryption and anonymization technology into their operating systems, the vast majority of computer users will be able to protect their privacy online. This is only a temporary stopgap solution, designed to limit the collection of information until it is further regulated.
 

Education


The public currently has a skewed and incomplete perception of privacy. The average individual feels privacy is important, but is willing to allow her information to be collected in order to fulfill her needs and wants.
 The public should be educated about the importance of history and the permanence of database records, in order to motivate them politically to work for change.

Legal reform


The United States privacy law framework is a piecemeal collection of laws protecting only certain individuals, and only certain subjects. The European Union, and many other countries globally
 have instead focused on “omnibus” protection, privacy law which applies across the board to the collection of personally identifiable information. Much of the world is working towards stronger privacy protection, either to correct totalitarian practices of earlier regimes or to encourage the development of electronic commerce.
 Domestic privacy reform to conform to international standards would not only improve privacy interests in the United States, but also have significant international economic benefits. 


The California state law approach to privacy and information security should be emulated by state governments and by the federal government.
 The California legislature has provided for the notification of security breaches containing personally identifiable information, they were the first to require free annual credit reports, and is currently deliberating on bills to increase the penalties for spyware, regulate the use and display of social security numbers, and create stricter, more clear laws regarding identity theft.
 


The regulation of personal information should follow the fair information practice principles which originated from the 1973 Health, Education, and Welfare Report.

1. There must be no personal data record-keeping systems whose very existence is secret. 

2. There must be a way for a person to find out what information about the person is in a record and how it is used.

3. There must be a way for a person to prevent information about the person that was obtained for one purpose from being used or made available for other purposes without the person's consent. 

4. There must be a way for a person to correct or amend a record of identifiable information about the person. 

5. Any organization creating, maintaining, using, or disseminating records of identifiable personal data must assure the reliability of the data for their intended use and must take precautions to prevent misuses of the data.

Currently, our legal framework only provides selectively for the notice and access provisions of the fair information practice principles for government databases, and does not generally follow the principles for the regulation of commercial databases. 

An end to self-regulation


The FTC’s appeasement of commercial interests through self-regulation needs to come to an end. Self-regulation and market choice may have been appropriate when the internet was a fledgling industry, but the past decade of self-regulation has shown that the market is not able to allocate privacy concerns.
 Support of self-regulation has delayed legislative privacy reform, and slowed public education of the dangers of database technology to privacy.

Conclusion

Privacy remains a central concept to human identity, and as such it enables our liberal democratic form of government. The degradation of privacy in turn degrades many of the other rights we consider fundamental, such as our first amendment right of association and speech. The United States legal tradition has responded to past technological threats to privacy by either providing civil tort remedies, or by enacting legislation that focuses on types of information. The ability of computer databases to accumulate massive amounts of information, and to use analytical tools to infer missing information weakens the protection of focused legislation. The court system has focused on an outdated analysis of privacy that requires an invasion, and a showing of damages. In order to protect the privacy of future generations, we need to restrict the collection of personal information, the permissible uses of that information, require personal information be kept in a secure manner, require access to, and the ability to correct the information, and purge records after they are no longer needed. In the interim before proper legislation can protect the privacy of individuals, an effort should be made to educate the public to the dangers, and encourage self-protection.
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